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[bookmark: _Toc530888844]SECTION 1: INTRODUCTION AND BACKGROUND OF SECURITY NETWORK
A Chief Information Security Officer (CISO) has an obligation to integrate the firewall and VPN techniques in his or her security policy framework to achieve the triad of security goals that include confidentiality, integrity of the data, and availability of a telecommunication system. Notably, a firewall refers to a security device defined to monitor, filter, and regulate the traffic in the network using a set of pre-determine rules. The firewall devices serve as a first-line of defense in a network because they establish a barrier between the secure internal networks and largely unsecure external networks.
	Traditionally, the system administrators have relied on three models of firewalls to accomplish the system protection goals. First, a Proxy Firewall is a common technology used to provide a gateway from one network to another in a particular application. A proxy firewall also merits because it facilitate content caching that prevents the external connections from redirecting into a particular system. However, content caching can hamper the efficiency of a proxy firewall because it prevents internal capabilities and internal applications. A second type of a firewall relates to a State-full Inspection Firewall is appraised as a simplistic security device used to enhance the control capabilities. A State-full Inspection Firewall utilizes the state, port, and protocol configurations to monitor the flow of the traffic in a network. Thirdly, Unified Threat Management (UTM) Firewall utilizes the capabilities of a state-full inspection device to accomplish its purposes. The UTM Firewall differs because it entails additional configurations to integrate an antivirus program and an intrusion detection system. Besides adequate definition and distinction of multiple firewall technologies, a Chief Information Security Officer has an obligation to acquaint with another fundamental security system as well as facilitate rigorous placement with Virtual Private Networks (VPNs). 
	Importantly, the VPNs technologies are essential devices that enhance the security of a remote user in a telecommunication network. The VPNs provide an end-pint security because it facilitate encryption capabilities using a point-to-point tunneling encryption protocol. Integrating VPNs technologies also enhance the authentication fundamental because it facilitates unique verification procedures using token and password pattern to grant access to sensitive packets of data. Therefore, it is integral to note that integrating the firewall and VPNs technologies guarantees sufficient arsenals to monitor, filter, and regulate the flow of traffic in a particular network. Adequate planning is also a requisite to address the myriad security threats and issues. 
[bookmark: _Toc530888845]SECTION 2: OVERVIEW OF NETWORK SECURITY FUNDAMENTALS, SECURITY THREATS, AND ISSUES
The caliber of VPN and Firewall integration elicits fundamental network security issues because a specific placement of the two techniques entails benefits and adverse concerns in equal measures. A Chief Information Security Officer can utilize a single or a combination of the four conventional placement approaches to generate sufficient outcomes concerning the security of a particular telecommunication network. 
First, utilizing a natural placement approach to integrate a VPN system on a firewall configuration is essential because it provides a mixed integration. Notably, placing a VPN on an existing firewall configuration seeks to capitalize on the existence of commercial firewall and the free VPN capabilities. A single entry point in a telecommunication network enhances the security because the firewall facilitate an outbound access to the internet by the hosting organization, prevent inbound access from unsecure external networks, and a VPN capability enhance encryption service. However, there are pertinent issues that mar the efficiency of a VPN-on-Firewall configuration including centralization of controlling system in a network and require adequate configuration of the routes to ensure the entire traffic in the system uses the necessary interface. 
Similarly, provision of a VPN Server parallel to a Firewall configuration is another approach to enhance integration that seeks to create a routing in a system. Positioning a VPN parallel to a Firewall is a logical security-enhancement configuration because it requires the internal nodes to have a default route that goes through the firewall. On the other hand, a VPN Server informs the internal machines about the appropriate time to disseminate a packet of wrapped information. A profound benefit of placing a VPN Server parallel to a Firewall system relates to compatibility and scalability of a telecommunication system because the minimal modifications necessary to safeguard the routing. Unfortunately, placing a VPN Server parallel to a Firewall is susceptible to multiple vulnerabilities because the former is attached to an unsecure external network that include internet. 
[bookmark: _Toc530888846]SECTION 3: DETAILED NETWORK SECURITY RECOMMENDATIONS

[bookmark: _Toc530888847]3.1. Fundamentals of firewalls and VPNs
	Firewalls are combination of software and hardware that regulates the flow of traffic in a network. Specifically, the firewalls provide a barrier to prevent certain information flow transmitting between the outside and inside networks. The cadres of outside networks represent unsecure channels that include internet. The firewall serves as a literal gatekeeper tasked with the duty to verify the credentials of a user to grant access. The verification process focuses on the IP addresses, application, and other distinctive attributes of an incoming information flow. The firewall evaluate the information of the incoming traffic against the predetermined set of rules 
	The profound fundamentals of a firewall relates to the categorization and configuration processes. The four models of firewall categorizations include processing mode, development era, architectural deployment, and intended deployment. Each categorization provides multiple forms of configurations to yield different goals. Specifically, a processing mode is the common method of firewall categorization that yields five individual configurations. The notable processing-mode firewalls include a packet-filtering, MAC Layer, Hybrids, as well as application and circuit gateways. A packet filtering concern with the header of the packet and utilizes a combination of rules that regard to the IP address, direction, or Transmission Control Protocol (TCP). Therefore, a packet filtering firewall merits because it enforces the packet address rules and prohibits packets with inadequate addresses. 
	Alternately, an Application Gateway is a reliable processing-mode firewall installed on a proxy computer. The application gateway firewalls are placed on a proxy server to expose it to multiple risks. Therefore, the application gateway provides a first-line of defense because a system administrator can institute another filtering device the proxy server. The MAC Layer Firewalls are other profound technologies, which are located on a media-access control layer. The MAC Layer firewall filters the specific details of a host computer using the links sent to an Access Control Link, which allows it to determine the packet of data destined to a host computer network and block the rest of packets. A Hybrid Processing-firewall is a model of future security-enhancing technologies that capitalizes on the efficiencies of multiple processing-mode models. A hybrid firewall also merits because it integrate two separate firewalls each with separate system that works in tandem in the network. 
	Importantly, a Chief Information Security Officer ought to facilitate robust configuration and management of the categorized firewalls technologies. The generic configuration practices include provision of customized rules for a firewall system to ensure the latter performs the specified purposes. Secondly, effective management of firewall system regards to provision of complex firewall-configuration policies using the scientific principles and creativity. Lastly, the Chief Information Security Officer has a duty to ensure seamless coordination between the security rules and overall business performance because potential conflicts can result in anarchy as well as significant security breaches. 
	Conversely, the Virtual Private Networks (VPNs) are essential security gears in a telecommunication system. The VPNs improve the privacy, security, and anonymity of a user in an internet network. The continued proliferations of the VPNs hinge on the ability to give access to network resources by a remote user using the internet connectivity. The three common VPNs systems are secure-VPN, trusted-VPN, and hybrid-VPN. Overall, VPN connectivity seeks to accomplish the three obligations, which include encapsulation of the data in the transmission medium, strong encryption using tunnel models, and adequate authentication of a remote nodes that seeks to gain access to the resources of a network  
[bookmark: _Toc530888848]3.2. Recommendations for firewall and VPN solutions for the new company
Importantly, the report seeks to make to distinctive recommendations regarding the use of firewall and VPN solutions to facilitate continuous attainment of the system security triad of goals. 
1. Business should integrate the categories of the processing-mode firewall systems
2. The business should also consider integrating the development-era firewall categories to achieve synergy from the processing firewall system. 
3. Besides, the architectural categorization provides robust cadres of firewall techniques that are essential to harness ease of access by the remote users to the host computing network
4. The company ought to capitalize on the proliferation of Virtual Private Networks (VPNs) by integrating the multiple forms of VPNs. 
5. Notably, attention should be paid toward developing a secured-VPN and a trusted-VPN because it can yield into encapsulation of data during transmission, encryption, and authentication of a remote user to access the resources in the network.   
[bookmark: _Toc530888849]3.3. Recommendations for implementing your proposed solutions
Step one: It is important to consider the ideal combination of the firewall and VPN that provide an economical balance of the cost-considerations and benefits. Importantly, technological advancement entails significant benefits and limitations in equal measures. Specifically, the decision to integrate the VPN Server parallel to a firewall configuration is a strategic because it enhances scalability of the system, facilitate roaming capabilities, and cost-effective. However, placing a VPN Serve parallel to a processing-mode firewall system entails significant limitations that include increased vulnerability to because the former is attached to an external and unsecure internet network. 
Step 2: it is important to ensure that the caliber of VPN and Firewall configuration allows the flow of outbound traffic from a verified and secure network. Therefore, an ideal integration approach to facilitate the outbound access to the system entails placing the VPN Server on a firewall configuration and establishes a single-point of entry into the network. 
[bookmark: _Toc530888850]3.4. Practices that you will use to ensure security within the enterprise 
	An important intervention to ensure long-term benefits of an integrated VPN Server and Firewall configuration relates to enacting stringent firewall policies. A notable policy statement can seek to allow access to inbound and outbound traffics in addition to automatic generation of log entries by the system. Further, it is imperative the firewall policies complement the corporate regulations to hedge against anarchy. The security policies should consider the current business scenarios. 
	Secondly, enactment of security and firewall policies necessitate regular test to ascertain the conformance and accessibility in a real-life. Retesting the specific rules that influence the firewall to grant or restrict access in a system is a conventional troubleshooting activity that facilitates the Chief Information Security Officer to ascertain the monitoring capabilities and authentication capacity of the firewall and VPN respectively. 
[bookmark: _Toc530888851]SECTION 4: SUMMARY AND CONCLUSION
The firewalls and Virtual Private Networks (VPNs) are fundamental security weapons in a telecommunication network because they provide an end-point barrier to filter out unauthorized accesses. Therefore, continued proliferation of the Firewall and VPN technologies provide the fundamental opportunities to enhance effectiveness of network connectivity. Particularly, integrating a VPN Server on a Firewall configuration is a robust intervention to facilitate the remote user access the host’s resources via internet connectivity with minimal concerns about system vulnerabilities. A firewall technology monitor the traffic and VPN system enhances the encryption as well as authentication capabilities during the transmission. 
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